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Overview

ÅIntroduction to digital forensics in archival repositories

ÅDevelopment of Dalhousieôs digital forensics lab

ÅForensic images

ÅDigital forensics tools and workflows

ÅCase study: Bill Freedman fonds

ÅResearch challenges and next steps
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What is digital forensics?

ÅForensic science ïrecovery and investigation of data 
found in digital storage devices

ÅPrimarily used in criminal investigations, corporate 
investigations (by specially trained professionals)

ÅArchives are adopting digital forensics techniques to 
support acquisition, accessioning, preservation, and 
access
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Acquisition Identification Evaluation Admission

Source: Infosec Institute, Digital Forensic Models (January 25, 2016): 

http://resources.infosecinstitute.com/digital-forensics-models/

http://resources.infosecinstitute.com/digital-forensics-models/
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Source: Kam Woods, Preservation, Privacy, and Access: Enhancing Digital Curation 

Workflows with Forensic Analysis (March 21, 2017): 

http://wiki.bitcurator.net/downloads/kwoods-unc-digpres-v12.pdf

http://wiki.bitcurator.net/downloads/kwoods-unc-digpres-v12.pdf


Unfamiliar territory for archivists

ÅWindows registry analysis

ÅDeleted files (slack space / unallocated space)

ÅCached data

ÅEncrypted data

ÅPasswords

ÅFilesystem permissions

ÅDistributed systems and data
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Why have a digital forensics lab?
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Source: Baker, 

M. (2017, May 

2). Disks back 

from the dead. 

Nature, 545 

(7652), 117ï

118. 

https://doi.org/1

0.1038/545117a

https://doi.org/10.1038/545117a


Why have a digital forensics lab?

ÅArchivists are now working with a wide variety of:

ÅDigital storage devices

ÅComputer file systems, operating systems, and 
software

ÅFile formats

ÅDigital storage devices are unstable and data is at risk

ÅSupports archival mission to preserve authenticity and 
integrity of records
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How are archives doing digital 
forensics work?

ÅUse write-blockers to create forensic images

ÅAdopt forensic software (BitCurator or FTK or EnCase)

ÅIncorporate digital forensics tools and techniques into 
core archival functions

ÅNew policy decisions (e.g., preserve forensic image or 
extract files?)

ÅArchival functions become blurred (e.g., files can be 
arranged before they are accessioned)
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Components of forensic workstation

ÅDual Intel Xeon processor

Å64 GB RAM

ÅNVIDIA GeForce GT740 graphics card

ÅTableau T35689iu write-blocker

ÅAFT  EX-S3 forensic card reader

ÅM-DISC triple burner (CD, DVD, Blu-Ray)

Å4-bay 2.5 inch RAID cage (4 x 500 GB SATA III SSDs 
(2 x SSDs configured in RAID 0 for database storage)

Å5-bay RAID cage (4 x 2 TB SAS HDDs configured in 
RAID 5 and 1 x 250 GB SATA III for  OS/apps)

ÅForensic Toolkit (FTK) and BitCurator software
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Timeline at Dalhousie

ÅFebruary 2016 ïAcquire forensic workstation

ÅMay ïNovember 2016 ïDigital archives collection 
assessment project: http://hdl.handle.net/10222/72663

ÅJanuary 2017 ïInstall BitCurator and Forensic Toolkit 
(FTK) software

ÅFebruary 2017 ïAdvanced computer forensics training

ÅMay 2017 ïLaunch digital forensics lab

ÅApril 2017 ïDalôs first time at BitCurator Users Forum
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http://hdl.handle.net/10222/72663
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Forensic images



What is a forensic image?

ÅComplete (i.e., bit-level) copy of a hard drive or other 
digital storage media

ÅIncludes unallocated space and slack space

ÅIncludes operating system and file system

ÅIncludes computer registry files, browser history, and 
other contextual information about how the computer 
was used

ÅIncludes all files on the hard drive
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