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Overview
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ADevel opment of Dal housi eds
AForensic images

ADigital forensics tools and workflows

ACase study: Bill Freedman fonds

AResearch challenges and next steps
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What Is digital forensics?

AForensic science i recovery and investigation of data
found in digital storage devices

APrimarily used in criminal investigations, corporate
Investigations (by specially trained professionals)

AArchives are adopting digital forensics techniques to
support acquisition, accessioning, preservation, and
access

[ Acquisition H |dentification H Evaluation H Admission J

Source: Infosec Institute, Digital Forensic Models (January 25, 2016):
http://resources.infosecinstitute.com/digital-forensics-models/
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/ Archival packaging and support metadata \

Case files: store and consolidate evidence

Identify, protect, redact private data

Exploit private data for prosecution

Digital < Long-term preservation of digital objects > Digital
Forensics Secure storage of digital evidence Curation

Chain of custody (assess, ingest, archive)

Chain of custody (incident, investigation)

Resource limitations (collection backlogs)

\ Resource limitations (time to trial) /

Source: Kam Woods, Preservation, Privacy, and Access: Enhancing Digital Curation
Workflows with Forensic Analysis (March 21, 2017):
http://wiki.bitcurator.net/downloads/kwoods-unc-digpres-v12.pdf
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Unfamiliar territory for archivists

AWindows registry analysis

ADeleted files (slack space / unallocated space)
ACached data

AEncrypted data

APasswords

AFilesystem permissions

ADistributed systems and data
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Why have a digital forensics lab?

OLD MEDIA

Researchers have stored data in dozens of formats over the years. Here are
computing that are rarely seen today.

three former staples of

PUNCH CARDS

1890-1980s

~80 bytes

Used in the 1890 US
Census, stiff, perforated
cards could be read by
dedicated machines to
store and process data.

Digital information
was represented
according to how

holes were placed.
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MAGNETIC TAPE

1950s-present
>5 megabytes per reel

Although reel-to-reel
and cassette tapes are
largely obsolete for
home computing,
magnetic tapes are still
used for long-term
storage. Newer formats
can hold more than
100 terabytes of data.

Source: Baker,
M. (2017, May
2). Disks back
from the dead.
Nature, 545
(7652), 117i
118.
https://doi.org/1
0.1038/545117a

FLOPPY DISKS

1970s-2000s
80KB-1.44MB

First introduced as a
delicate 8-inch (20cm)
sheet covered in plastic,
floppy disks evolved to
pack more data in a
smaller space. The
form persists as the
'save’ icon in popular
applications.
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Why have a digital forensics lab?

AArchivists are now working with a wide variety of:
ADigital storage devices

AComputer file systems, operating systems, and
software

AFile formats

ADigital storage devices are unstable and data is at risk

ASupports archival mission to preserve authenticity and
Integrity of records

DALHOUSIE 1818

UNIVERSITY 2018 Digital forensics tools and methodologies in archival repositories



How are archives doing digital
forensics work?

AUse write-blockers to create forensic images

AAdopt forensic software (BitCurator or FTK or EnCase)

Alncorporate digital forensics tools and techniques into
core archival functions

ANew policy decisions (e.g., preserve forensic image or
extract files?)

AArchival functions become blurred (e.g., files can be
arranged before they are accessioned)
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ADual Intel Xeon processor

A64 GB RAM

ANVIDIA GeForce GT740 graphics card
ATableau T35689iu write-blocker

AAFT EX-S3 forensic card reader
AM-DISC triple burner (CD, DVD, Blu-Ray)

Ad-bay 2.5 inch RAID cage (4 x 500 GB SATA Ill SSDs
(2 x SSDs configured in RAID O for database storage)

A5-bay RAID cage (4 x 2 TB SAS HDDs configured in
RAID 5 and 1 x 250 GB SATA Il for OS/apps)

AForensic Toolkit (FTK) and BitCurator software
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Timeline at Dalhousie

AFebruary 2016 i Acquire forensic workstation

AMay i November 2016 i Digital archives collection
assessment project: http://nhdl.handle.net/10222/72663

AJanuary 2017 i Install BitCurator and Forensic Toolkit
(FTK) software

AFebruary 2017 i Advanced computer forensics training
AMay 2017 i Launch digital forensics lab

AApril 201771 Da |l 6 s f i BitGuratort Usarse-orart
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DIGITAL MEDIA CARRIER FORMATS

978
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Forensic images
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What Is a forensic image?

AComplete (i.e., bit-level) copy of a hard drive or other
digital storage media

Alncludes unallocated space and slack space
Alncludes operating system and file system

Alncludes computer registry files, browser history, and
other contextual information about how the computer
was used

Alncludes all files on the hard drive
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